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Setting Up the Google Application

Before configuring Cloudpath for third-party authentication, you must set up the Google application.

What You Need

e Google login credentials
e  Branding information for your application

e Redirect URL for your application

Google App Configuration

This section describes how to create the Google application to use with Cloudpath.

Create Web Application Project

Go to https://console.developers.google.com.

Sign in to your Google account.

On the Google APl Manager, create and name an API Project.
Select the Credentials tab on the left-menu.

S

On the left-menu Credentials tab, there are 3 tabs across the top, Credentials, OAuth consent screen, and Domain verification.

NOTE: Be sure to create the OAuth consent screen first. If you create the Client ID first, a warning displays.

FIGURE 1 Warning Message
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Configure OAuth Consent Screen

Setting Up the Google Application
Google App Configuration

1. Inthe API Manager, from the left menu Credentials tab, select the top-tab OAuth consent screen.

The consent screen will be shown to users whenever you request access to their private data using your client ID. It will be shown
for all applications registered in this project.

2. Enter the OAuth consent screen credentials. Email address and Product name are required. Optionally, you can enter URL and a

product logo.

FIGURE 2 OAuth Consent Screen
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3. Save the OAuth consent screen page.

Create Client ID
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Save Cancel

1. In the APl Manager, from the left-menu Credentials tab, select the Credentials top-tab.
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Setting Up the Google Application
Google App Configuration

2. From the Create Credentials drop-down menu, select OAuth Client ID.

FIGURE 3 Create OAuth Client ID
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Setting Up the Google Application
Google App Configuration

3. Select Application Type - Web application.

FIGURE 4 Create Client ID
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Enter the Name for your web application client.

On the Create Client ID page, leave the Authorized Javascript origins field blank.

In the Authorized redirect URIs field, the entry must be in this format ${ENROLLER_URL}/enroll/google/, where $
{ENROLLER_URL} is the external URL to which the user is redirected. For multiple redirect URLs, enter one path on each line.

NOTE: Refer to the Google Configuration Redirect URI on the Third-Party Authentication Setup page in the Cloudpath Admin Ul.
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Setting Up the Google Application
Google App Configuration

7. Click Create. The OAuth client ID and client secret for your web application are displayed.

FIGURE 5 OAuth Client Information
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FIGURE 6 OAuth Client IDs
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Click the link in the Client ID Name to view the Client ID details, including the Client ID and Client Secret.
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FIGURE 7 Client ID for Web Application
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Setting Up Cloudpath
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Tip: Make note of your Client ID and Client Secret. You need this information to set up Google authentication within Cloudpath.

Setting Up Cloudpath

After the Google application is set up, you configure an authentication step in Cloudpath to prompt the user for the Google credentials.

What You Need

e Google application Client ID

e Google application Client Secret
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Setting Up Cloudpath
Cloudpath Configuration

Cloudpath Configuration

This section describes how to add a step to the enroliment workflow to authenticate a user using the Google application.

How to Add Third-Parly Authentication to the Workflow

1. Create an enrollment workflow for third-party authentication.
Add an enrollment step that prompts the user to authenticate through a third-party source.
Select Create a new configuration.

The Third-Party Authentication Setup page allows you to specify which third-party sources are allowed as well as APl information
related to those sources.
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4. Enter the Name and Description of this configuration.

FIGURE 8 Google Third-Party Authentication Setup
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5. In the Google Configuration section, check the Google Supported? box.

6.
page.
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Setting Up Cloudpath
User Experience

7. Enter the Client ID and Client Secret from the Google application.

Note: These entries must match what is specified in the Google application.

8. Click Save. The Google authentication step is added to your enrollment workflow.

FIGURE 9 Cloudpath Workflow
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When a user attempts to gain access to your network, they receive the Google authentication prompt during the enroliment process.
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Setting Up Cloudpath
User Experience

FIGURE 10 User Prompt for Google Authentication
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After authenticating the user with their Gmail credentials, Cloudpath continues with the enrollment process and moves the user to the
secure network.
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